
FOR ORGANIZATIONS WITH MILLIONS OR BILLIONS TO PROTECT

The losses that start somewhere else

1. NotPetya and Maersk (2017) 2. Wirecard (2020)

CASE STUDY 1 · CYBERATTACK · JUNE 2017

NotPetya: one software update, five continents

64+ $10bn+

$200–300M 49,000

What happened

Acervus
CYBER RISK INTELLIGENCE
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How it spread across the economy

The second bill: insurance

MAERSK TERMINALS REPORTED DISRUPTED

EUROPE

AFRICA

ASIA

S. AMERICA

N. AMERICA
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Reported cost of NotPetya to selected companies

0 500 1,000 1,500

≈$1,400M

$400M

$200–300M

$136M

$90M

View as table

You can be collateral damage Trusted software is an entry point

Known vulnerabilities are the accelerant Recovery and insurance
are not guaranteed

WHERE ACERVUS APPLIES
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CASE STUDY 2 · CORPORATE FRAUD · JUNE 2020

Wirecard: €24 billion of market value, gone in a week

€24bn €1.9bn

−97% €900M

What happened

The signs that were already public
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Aftermath

PUBLIC WARNING SIGNS

Apr 2015

Feb 2016

Jan 2019

Feb 2019

Apr 2020

Jun 18, 2020

Jun 25, 2020

Wirecard share price at key moments

≈€17

€33
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≈€199

€108

€98

€104.50

<€15

€3.50

<€1

View as table

Credentials are not verification The questions were
answerable from outside

Pushback is not a rebuttal Losses arrive faster than exits

WHERE ACERVUS APPLIES
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OUR EXPERIENCE

Acervus has applied its Investigative Analytics and Custom Solutions to
matters of this kind for past clients.

SOURCES
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